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What is OAuth?

©

Wishes to sign up to Client with SSO

Solves:

Authorise and Authenticate
user

—>»

Authorization: What are you allowed to do? il

Authentication: Who are you? User identity
information. (Openld Connect)

Est. 2012
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Live In action
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Why it matters?

Websites: 10M implement OAuth for social login
Mobile Apps: likely 1M, integrate OAuth
APls and Enterprise Systems: 100K

Source: ChatGPT
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who Manali?

qUlehT

9

Cloud engineer at Espressif Systems
Primarily work in AWS and DevOps

| managed to build an entire Identity system
in Golang (that too the serverless way!)
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Our end goal
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Solution 1: The user shares their credentials with
the client

©

() Give username and passwor d

of server account

l (5) user ;iﬂﬂed up

(2) Authenticat
_ Hnermears e Server

user u';ll’lﬂ username and passwol

«—  (3) success
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Solution 1: The user shares their credentials with
the client

Problems:
Exposure of Credentials @
Trust Issues 0 ive gsermme o possword

l (5) user signed up

No Granular Access

(4) Assume user
identity
S (2) Authenticate " Server

user using username and passwol

Difficulty in Revocation

«—  (3) success
Client
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Solution 2: The user shares a temporary token with
the client

What: e g e essord ™
Server

. . . €« (3 tem token
Token: unique string, has expiry, reg @ e ;
serves ) stoc mapo
(4) send the token oreen 1” ueer
(Manual)

(%] igned
l ltre EAgeclp (5) Verify/use token

(>=]
;dr:nhfy

[
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Solution 2: The user shares a temporary token with
the client

What:

() Authenticate
user using username and password

Token: unique string, has expiry, reg

@ «——— (3) temporary token

server

Solves: i
(4) Send the token
(Manual)
Exposure of Credentials l DUCGLL 5 vty ok
Trust ISS ues (@) Assume user
sdenhfy
[

Problems:

No Granular Access
Bad user experience
Token may get misplaced. Who is responsible?
Any other client can impersonate using the token
Difficulty in revocation
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Example App wants access to

Ed iT: SCO pe yoer Googlia Account

gmail.com

Select what Example App can access

gle Drivefiles. [

Because you're using Sign in with Google,
Example App will be able to

Make sure you trust Example App
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Solution 3: The user shares a temporary token with
the client with scope

Solves:
No Granular Access DR Srviiogiv ity N
send scope
P ro b I em s . @ (¥ temporary token
(3) 5+orj mapping:
. token. user, scope
Bad user experience o / ko
TO ke n ma y g et m IS p I aced . Wh o () send ScopJ (8) user [(A) \/er..(ly/uge token

| signed up For granted scope

is responsible?
Any other client can impersonate
using the token

Client
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Solution 4: The client gets a temporary token
using user’s login and consent: Redirect URL

Solves:

Bad user experience

(2) Authenticate user

. using
Token may get mlspIaCEd. - <——username and password and——»

send Scope

Who is responsible?

Problems:

Any other client can
impersonate using the iy bioreiof
token
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Solution 5: Client registration with Redirect URL,
Client Secret

. One time client registration
What: ¢

() Register Redirect URL —————»

Redirect URL registration
prevents attacker to redirect
the token to any site

Client secret securely
identifies the client

Solves:

Any other client can
impersonate using the token

Problems:

Frontend cannot store client
secret securely
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Edit; Code

What
need for code to act as an
intermediary — one time use,
expires

Solves:

Frontend cannot store client
secret securely

@ IdentityShield
Summit ‘25

(3) Authenticate use
<“——————username ond passwi
send Scope

() send Scope, Redirect URL,
Client ID

(5) Send code on
the Redrect URL

() Assume user

identity

Client Frontend

() send code

() use token
for granted scope

(1) send token

(2) Verify Clent D
ond Redirect URL.

A
(4) store Code, Redirect URL.
Scope, tme

8) Verify Client secret, Code

1) Stora mappiy and Redirect URL

token, user, Scope. Clent ID

— (7) send code, client D, client secret, Redirect URL

Client backend
<«—— (10) send token

mMiniGrange



Solution 6: Client registration with Redirect URL,
Client Secret and code introduced

Problems:

CSRF: The attacker might start an authorisation request and login themselves. The
attacker will send the code to the backend themselves and get real token. This might lead
to data leakage as the client believes the attacker’s access token to be user’s.

On expiry the user has to login again

No authentication

Server needs to manage the tokens issued for scope, expiry, client id

Secret storage not possible for SPA

XSS: Code may get intercepted

— | IdentityShield Tip: Anything that goes into URL (fragment, query parameter) is iNiG)
ty! : : miniGyrange
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Edit 1;: State

What

A random value sent by the client
during the authorization request and
returned by the server. Confirms that
the client initiating the request is the
one receiving the response.

Solves:

CSRF: The attacker might start an
authorisation request and login
themselves. The attacker will send the
code to the backend themselves and
get real token. This might lead to data Clnt ackend
leakage as the client believes the
attacker’s access token to be user’s.

~~ | IdentityShield il
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Edit 2: Refreshtoken

eer—
: s

What

Can be used to get accesstoken from refreshtoken

Access tokens can have shorter lifespans, minimizing the risk of misuse

Solves:

On expiry the user has to login again

IdentityShield
Summit ‘25

Tip: You can revoke refreshtokens

mMiniGrange



Edit 3: Openld Connect

What

Idtoken — JWT (Signed encoded token)

“https://example-issuer.com”,

Must uniquely identify user

Can contain user specific info like
email, phone number, etc.

To avoid tampering: Must be signed and the
public key should be available publicly

Solves:

“user-name”

No authentication

IdentityShield ‘. P S
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Edit 4. JWT accesstoken (Not mandatory)

' IdentityShield
‘@’ Summit 25

What

JWT accesstoken

Solves:

Server needs to manage the tokens issued for scope, expiry, client id

Tip: Use SameSite HttpOnly cookies to store

miniGrange
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|
Consent
—( ©

«——username and password and————————>

(14) Assume user

identity

I: Client Erpntend
4

) Verlﬂpy state
(7) send code

(12) send Accesstoken,
idtoken Refreshtoken

Client backend

(3) Authenticate user using

send Scope

() send state, Scope, Redirect URL,
Client ID

(5) send state, Code on
the Redirect URL

A
(4) store Code, Redirect URL,

Scope, time

(10) store mapping
Refreshtoken time

() use token
For granted scope

— (8) send code, client ID, client secret, Redirect URL

€— () send Accesstoken Idtoken Refreshtoken

(2) Ver\-ﬁy Client ID
ahd Redirect URL

[~~~
(9) Verify Client secret, Code

and Redirect URL
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(7) user
logged in

(@) Assume user

identity

! Client Frentend

() Request login

(5) send Accesstoken
Idtoken, Refreshtoken

Client backend

(2) send client ID, client secret, Refreshtoken

«— (4) Send Accesstoken, Idtoken, Refreshtoken

(3) Verify Client secret,
RefreshToken




Edit 5: PKCE (Best practice)

What

Client generates code verifier and code challenge (hashed code verifier) — use once

code challenge -> authorise request — Tie it to the user in client (So the attacker cannot send their
malicious code challenge, and thereby obtain token)

code verifier -> token request which the server then verifies

Solves:

Secret storage not possible for SPA
XSS: Code may get intercepted
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[ ]
(2) Verify Client I
ond Redirect URL
(3) Authenticate user using

«——usertome and password and————>»

[——
Consent
L—" send Scope A
e e I I g O (4) store Code, Redirect URL,

Scope, Code challenge, time
) (9) Verify Code,
(i0) store mapping Redirect URL, Client secret,
Refreshtoken time Code verifier
() send state, Scope, Redirect URL, v "

Client ID, Code challenge

(5) send State, Code on
the Redirect URL

(14) Assume user

identity

(’ Client Frontend

(3) Use +oken
For granted scope

@) Veriapy state
() send

(7) send Code,  Accesstoken,
Code veritier idtoken,

l Refreshtoken

(8) send code, client ID, client secret,
Redirect URL, Code verifier

Client backend

4— () send Accesstoken, Idtoken, ReFreshtoken

IdentityShield
Summit
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what OAuth grants we haven’t covered?

Implict Flow (Legacy - less secure)

Password (Legacy - less secure)

Device code

Client credentials

' IdentityShield
‘@’ Summit ‘25

Tip: Use SameSite HttpOnly cookies to store
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Live in Action again!
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Do you understand OAuth and OpenID Connect?

Yﬂ“ “NDEHSTANII NOW
; ﬁ i
4{‘{

[

nm

3
=l

f

BECAUSE I EXPLAINED |ﬁiﬁnu-
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Questions?
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Helpful tools and references

® RFCs: ® Tools:
o OAuth2: 6749 Best o  JWT verifier:
Practices https://jwt.davetonge.co.uk/
o JWT 7519 o Public key PEM to JWK:

https://8qwifi.org/jwkconver
tfunctions.jsp

® Specs:

o Openld Connect

o Discovery

® Compiled resources:
https://oauth.net/2

IdentityShield
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https://datatracker.ietf.org/doc/html/rfc6749
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics-25
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-security-topics-25
https://datatracker.ietf.org/doc/html/rfc7519
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://openid.net/specs/openid-connect-discovery-1_0.html
https://oauth.net/2/
https://jwt.davetonge.co.uk/
https://8gwifi.org/jwkconvertfunctions.jsp
https://8gwifi.org/jwkconvertfunctions.jsp

g %

Manali Kaswa
AWS | Identity | Go | DevOps | FinOps
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Thank you and have fun!
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